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GAOTek Dual Mode Long Range Wireless Getaway 

 

1 General Description  
 

1.1 Product Description  

The product is based on protocol, which is embedded with SimTech’s high performance multi-

channel transceiver SX130X/SX125X and MTK platform. It is for indoor use and easy for 

installation. 

includes 2 modes: AP and STA as router, offers 2.4Ghz Wi-Fi and wired Ethernet for 

connecting internet. The gateway built-in Open WRT operating system, users can flexibly 

configure network parameters and protocol parameters through the Web management platform. 

The Gateway can be connected to terminals in various application nodes, collects useful 

information and sends the data to cloud server. And it supports POE, DC, Micro USB to provide 

power supply. 

 

1.2 Product Features 

• Support SimTech UDP Packet Forward and Basics Station protocols. Can integrate with both 

private and public (TTN, Senet, LORIOT, AWS, Chirp stack…. etc.) Network Servers 

• AS923-1/2/3/4 Frequency band supported 

• Support Wi-Fi 2.4GHz, compatible with WLAN 802.11b/g/n 

• 100Mbase-T Ethernet with POE 

• AP and STA mode as router 

• Configurable via WIFI 

• WEB interface for related configuration and status view 

• Support one key reset 

• Support download log 

• Support upgrade firmware by OTA or USB 

• 1x Antenna, 1xWIFI Antenna 
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• Indoor operation temperature 

 

1.3 Application 

• Smart home, Smart hotel, Smart building and Smart city 

• Wireless sensor network 

• Wireless remote meter reading 

• Indoor smart parking solution 

• Environment monitor 

 

 

2 Specifications 
 

2.1 Block Diagram 
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2.2 Main Specifications 

 

Category Feature Specification 

Chipset LoRa® SimTech SX130X/125X 

Wi-Fi 128M DDR and 32M flash 

 

Wireless 

Characteris

tics 

Wi-Fi Frequencies 2.4GHz 

 Regions 
EU868/US915/AU915/AS923-1/AS923-2/AS923- 

3/AS923-4/RU864/IN865/KR920 

Interfaces Wired Ethernet - RJ45 Connector 

Wireless  Wi-Fi 2.4 GHz 

 

 

Software 

Operating System Embedded Linux, 3.10 Kernel version 

 
SimTech UDP Packet forwarder/ SimTech Basics 

Station 

Configuration Web-based interface via Wi-Fi 

Wireless 

coverage 

WIFI 130M (Open Space) 

 Up to 4 km (in urban open space) 
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Power Supply 

DC Jack DC 12V-1A 

POE POE (IEEE 802.3af), 42~57VDC 

Micro USB 5V/2A 

 

 

 

 

 

 

 

 

Electrical 

Specification 

Stand By Power 

Consumption 
Stand By Average Current ≤ 200mA@12V 

Communicati

on Power 

Consumption 

Communication Transmitting 

current≤220mA@12V Receiving 

current≤250mA@12V 

2.4G WIFI 

Transmissi

on Power 

 

Max 20dBm 

 

 

 

2.4G WIFI 

Sensitivity 

270Mbps: -61dBm@10%PER 

135Mbps: -65dBm@10%PER 

108Mbps: -68dBm@8%PER 

54Mbps: -68dBm@10%PER 

11Mbps: -85dBm@8%PER 

6Mbps: -88dBm@10%PER 

1Mbps: -90dBm@8%PER 

Output Power Max 23dBm 

Sensitivity -141dBm@SF12, BW=125kHz 

 

 

 

 

LED 

Power LED 1.System operating normally: Solid 

green 2. System operating abnormally: 

Solid red 

3. System upgrade: Blink blue 

Network LED 1.No network: Solid 

yellow 2.ETH connection: 

Solid blue 

3. WIFI connection: Solid green 
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2.3 Electrical Specifications 

 

2.4 Power Supply 

 

Item Description 

DC Jack DC 12V-1A 

POE POE (IEEE 802.3af) 

Micro USB 5V/2A 

 

 

 

 

Communication 

LED 

1. LoRa COMM √, Server COMM ×: Solid blue 

2. LoRa COMM x, Server COMM √: Solid 

yellow 3. LoRa COMM √, Server COMM √: 

Solid green COMM x, Server COMM x: 

Solid red 

Antenna 
WIFI antenna 1.1dBi External antenna 

antenna 1.6dBi External antenna 

Environment

al 

Operating Temp. (-20 to 55℃) 32 F to 131 F 

Storage Temp. (-40 to +85℃) 104 F to 185 F 

Regulatory Approvals FCC/CE Under Approval 

 

Dimensions 

Installation 

Dimensions (166 mm x 05 mm x 28.4 mm) 6.5 in x 0.19 in x 1.11 

in  

Weight (0.15 kg) 0.33 lb. 

Installation On the desktop or Fixed on the wall 

Enclosure Standard Molded plastic housing 

Warranty 1-Year warranty  
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2.5 Consumption 

Item Description 

Stand by Power 

Consumption 
Average Current ≤200mA@12V 

Communication Power 

Consumption 

Communication Transmitting current ≤220mA@12V 

Receiving current ≤250mA@12V 

 

2.6 Hardware Interfaces 

 

 

No

. 

Type Function Remark 

1 Reset button 1. Reset to factory  

setting 

2. Firmware upgrade 

1. Reset: Insert and press the button then 

keep 5s 

2. Update: Before firmware upgrade, insert 

USB 

Flash Drive and short press the button 

2 USB Port Plug a USB flash 

drive 

with upgrade file for 

The name of upgrade file is required to be: 

P grade. bin 

  firmware upgrade  

3 POE Port 1. POE power supply 

2. Ethernet Access 

POE (IEEE 802.3af), 42 to 57VDC 
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4 Micro USB USB power supply 5V/2A 

5 DC Power 

Port 

DC power supply 12V/1A 

6 Power Button ON/OFF  

7 Wi-Fi 

Antenna 

Wi-Fi Antenna 1.1dBi External antenna 

8 Antenna Antenna 1.6dBi External antenna 

9 Power LED Indicate device 

operating status 

1.System operating normally: Solid green 2. 

System operating abnormally: Solid red 

3. System upgrade: Blink green 

10 Network LED Indicate network 

status 

1.No network: Solid yellow 2.ETH 

connection: Solid blue 

3. WIFI connection: Solid green 

11 Communicati

on LED 

Indicate and server 

communicate status 

1. COMM √, Server COMM ×: Solid blue 

COMM x, Server COMM √: Solid yellow 

3. COMM √, Server COMM √: Solid green 

4. COMM x, Server COMM x: Solid red 
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3 Mechanical Size and Package Information 
 

3.1 Mechanical Size 

 

 

 

3.2 Package Information 

3.2.1 Package List 

 

Item Qty Remark 

 1 Gateway 

Wi-Fi Antenna 1  

Antenna 1  

Micro USB cable 1  

Positioning screws 2 Used for fixing on the wall 

Expansion rubber plug 2 Used for fixing on the wall 

PET localizer 1  
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3.2.2 Package Information 

 

 

4 User Instruction 

You can login to the WEB Management page to overview the status 

of your gateway and configure your gateway. 

For more information about the WEB Management platform and the 

configuration guide of the gateway, please refer to this document: 

 

5 Installation 

Step 1: Use 5mm drill head, drill 2 holes on the wall according to the PET 

localizer following picture and then plug the screw anchors in the wall. 
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Step 2: Install the screw into the wall and keep about 3 mm of clearance. 

 

Step 3: Insert the screw head into the hanging hole behind the equipment, then gently pull down 

to complete the installation. 

 

 

 

6 Connecting the Hardware 
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6.1 Connect the Gateway 

1. Follow the silk screen on the enclosure and connect Wi-Fif and antennas. Refer to Antenna 

Configuration for additional information. 

 

2. Connect the power supply (Refer to Chapter 4.2 Power up and Turn ON/OFF for 

additional information.). 

 

6.2 Power Up and Turn ON/OFF 

 

 

 

➢ Power Up: follow the silk on the enclosure you can select different power solution. 

1. Micro USB:5V/2A 

2. DC Power Port:12V/1A 

3. POE Port: POE (IEEE 802.3af) 

➢ Turn ON/OFF: After power up the gateway, it needs to push-down the power ON/OFF 

button to start the gateway system. 
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7 Access to Gateway Web GUI 

7.1 Access to Web GUI via Wi-Fi 

You need to prepare a computer or smartphone which has the IEEE 802.11b/g/n wireless 

capability and is configured to obtain an IP address automatically. Follow the steps below to 

connect to the gateway and access the Web GUI. 

 

Step 1: Turn on the gateway and waiting for about 60s. 

 

Step 2: Using your PC or phone connect the SSID of the gateway. The default SSID format is 

such as “91D8” is the last two bytes of the gateway MAC address. verify and connect to the 

gateway. 

 

 

Step 3: The default password. For security reasons, it is recommended to modify the Wi-Fi 

password or turn off the AP function of the gateway after your configurations. 

 

Step 4: Open the Web browser (we suggest the Web browser such as Microsoft Edge, Firefox, 

Safari or Google Chrome) and type the gateway’s address 192.168.22.1 (by default). Then the 

Web GUI will be loaded. 

 

7.2 Access to Web GUI via Ethernet Cable 

Use an Ethernet cable to connect the PoE port of the gateway with a router or switch and then 

make your computer in the same Local Area Network (LAN) with the gateway as the following 

picture. And then you can access the Web GUI by using the computer to visit the WAN IP of 

the gateway. 
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Follow the steps bellow to find the IP address of the gateway (the following steps are operated 

on Windows OS): 

 

Step 1: Open the CMD window in the path where the “ARP-SCAN.exe” file is stored. 

 

Step 2: Type “ipconfig” and press the Enter key to obtain the upstream network device’s 

parameters. Note down the Subnet Mask and the Default Gateway IP address. In the 

example figure below, the Subnet Mask is 255.255.255.0 and the Default Gateway IP 

address is 10.0.0.1. 

 

Step 3: Type the command “Arp-scan -t -10.0.0.1/24” and note down the IP address which is 

corresponding to the gateway’s MAC address (Plus 1 on original MAC Address) on the IP address 

lists. In the figure below, the MAC address is 0C:CF:89:66:60:47 and the IP address is 10.0.0.21. 

The command “Arp-scan -t -10.0.0.1/24” - “10.0.0.1” refers to the default gateway IP address 

and the “24” refers to the CIDR (Classless Inter-Domain Routing) number of the subnet mask. 

 

 

The CIDR number comes from the number of ones in the subnet mask when converted to binary. 
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The common subnet mask 255.255.255.0 is 11111111.11111111.11111111.00000000 in 

binary. This adds up to 24 ones, hence /24. A subnet mask of 255.255.255.192 is 

11111111.11111111. 11111111.11000000 in binary, adds to 26 ones, hence /26. 

 

Step 4: Open the Web browser and type the gateway’s IP address 10.0.0.21 (the example 

above), and then the Web GUI will be loaded. 

 

7.3 Login the Web GUI 

You can log in to the Web GUI by using the default user name: Admin and password: admin. 

For security reasons, it is recommended to modify the password after your configurations. If 

there is no any operation within 1 hour, the gateway will automatically sign out of the Web GUI. 

 

7.4 Home Page of the Web GUI 

 

After login, the gateway comes with an intuitive Web GUI that allows you to easily setup and 

check all parameters. The home page of the Web GUI displays the information of the gateway. 

The following figure shows the home page, which contains two sections: Device Info and 

Network Info. Contents on this page will be refreshed when some of your configurations take 

effect. 
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8 Network Connection Setting 

 

  It is able to configure the network connection function on the Network page of the Web GUI. 

8.1 Internet Setting 

The gateway can access the Internet through Ethernet (ETH) or Wi-Fi, and can access the 

network by Automatic IP or Static IP. Static IP requires, subnet mask, gateway IP, DNS, etc. 

After the network configuration is completed, wait for the gateway to access the network. You 

can check the network status in gateway STATUS web page and also can check the network 

LED indicator. 

 

➢ No network: Solid yellow 

➢ ETH connection: Solid blue 
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➢ WIFI connection: Solid green 

It is able to configure the Internet connection function on the Network – Internet Setting page 

of the Web GUI. 

8.1.1 Ethernet to Internet 

Use a network cable to connect to the PoE port of the gateway and connect the gateway to a 

Network Switch that is connected to the Internet. 



 

 

Page 21 of 79 
 

Based in New York City & Toronto, GAO Tek Inc. is ranked as one of the top 10 global B2B technology suppliers. 

GAO ships overnight within the U.S. & Canada & provides top-notch support thanks to its 4 decades of 

experience. 

 

 

 

 

 

8.1.2 Wi-Fi to Internet 

Connect to a Wireless Router via to access the Internet. Select a wireless router and connect to 

it. After the configuration is complete, the gateway will restart. Then the network status can be 

check in the STATUS page. 
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8.2 Wi-Fi Setting 

You can modify the SSID of the gateway, whether to hide the SSID, encryption mode, and 

password. After the configuration is complete, the gateway will be restarted for the 

configuration to take effect. 

 

Supported encryption methods:   

• WPA1PSKWPA2PSK/TKIPAES（Default） 

• WPA1PSKWPA2PSK/AES 

• WPA2PSK/TKIPAES 

• WPA2PSK/AES 

• WPA2PSK/TKIP 

• WPAPSK/TKIPAES 

• WPAPSK/AES 

• WPAPSK/TKIP 

• WEP 
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• None (No encryption) 

8.3 LAN Setting 

You can modify the gateway and subnet mask. After the configuration is complete, the gateway 

will be restarted for the configuration to take effect. 
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8.4 Diagnostics 

You can check the current network connection through the Diagnostics. Fill in the IP address 

and select the network type, and use ping to check the network, it will display ping result. 

 

8.5 UDP Packet Forwarder 

 

The gateway’s server access protocol is UDP Packet Forwarder in default. 

 

Step 1: Fill in the correct Server address, it can be found on network server interface. 

 

Step 2: Fill in the correct Sever Up Port and Server Down Port, it can be found on network server 

interface. 

 

Step 3: Fill in the Gateway ID on network server and register the gateway on network server. 
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Step 4: Select the Frequency and Channel, should be same to the register information on 

network server. 

 

If the current used frequency band is US915/AU915/AS923/AS923-1/AS923-2/AS923-

3/AS923- 4/KR920, pls select 915 in Frequency. 

 

If the current used frequency band is EU868/IN865/RU864, pls select 868 in Frequency.  

Example 1: If you use EU868, pls select 868 in Frequency, then select EU868 in Channel. 
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Example 2: If you use US915, pls select 915 in Frequency, then select US915_CH08-15_65 

(CH08_15 means FSB2, if you use other FSB, pls select the corresponding channel). 

 

Example 3: If you use AU915, pls select 915 in Frequency, then select AU915_CH08-15_65 

(CH08_15 means FSB2, if you use other FSB, pls select the corresponding channel). 

 

 
 

Example 4: If you use AS923-1, pls select 915 in Frequency, then select AS923-1. 

 

 

Example 5: If you use IN865, pls select 868 in Frequency, then select IN865 
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Step 5: Click “Save & Apply”, you can check the server access status in gateway STATUS 

web page and also can check the LoRa server communication LED indicator that should be 

solid green. 

 

8.6 Basics Station 

Select SimTech Basics Station protocol at firstly. 

GAOTEK-IIT-163 supports both of CUPS and LNS of Basics Station protocol, and can be 

integrated with both private and public (TTN, Senet, LORIOT, AWS, Chirp stack…. etc.) Network 

Servers. 
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Different servers have different settings for basics station, the required files (CUPS Trust, Private 

Cert, Private Key, LNS Trust, LNS Cert) and URL of this interface should be obtained from the 

server. 
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In general, the supports Basics Station protocol will provide an LNS URL at least, such as TTN 

platform. 

For instructions on setting up the Basics Station, you can refer to the Network Server vendor's 

documentation. 

 

9 System setting 

It is able to configure the system parameters on the System page of the Web GUI. 

9.1 Device setting 

9.1.1 Modify Login Password 

User can modify the password for logging in configuration web 

GUI. The login user name is “Admin” in default (unmodifiable). 

The length of password is 1-64 characters and needs to be verified with the old password. 

 

9.1.2 Time Configuration 

User selects the time zone, and then checks “Set Automatically”. 

The NTP server follows the default settings and automatically updates to the current time in the 

time zone. If the user needs to set the time to match the local browser time, please uncheck “Set 

Automatically” and click “Sync with Browser” to update to the current browser time. 
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9.1.3 Restart 

Click “Restart” and the gateway will restart immediately. 

 

The user can turn on the “Automatic Restart” function (Disable by default) and set the time for 

the gateway to automatically restart each day. This operation can free up system RAM and 

ensures that the system runs smoothly and steadily. 
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9.1.4 Log 

Once the user finds the device abnormal during use, the system Log File and LoRa Packet Log file 

can be downloaded to the local. Please send the log file to check the system error 

 

9.1.5 LED Configuration 

User can turn off the device LED. After saving, the operation takes effect immediately. In the 

state of turning off the LED, if the system is abnormal or the system is upgraded, the LED will 

still be enabled. 

 

9.2 Backup & Upgrade 

9.2.1 Backup 

User can download the configured parameter file of the gateway to the local. 

User can directly import the configured file into the current system. After the device is restarted, 

the configuration will take effect. 

 

 



 

 

Page 33 of 79 
 

Based in New York City & Toronto, GAO Tek Inc. is ranked as one of the top 10 global B2B technology suppliers. 

GAO ships overnight within the U.S. & Canada & provides top-notch support thanks to its 4 decades of 

experience. 

 

 

 

 

 

9.2.2 Upgrade 

User can upgrade the system by uploading Upgrade File in WEB. You can check “Whether to 

save the configuration” to ensure that the upgraded system parameters are consistent with the 

current system configuration parameters. 

USB upgrade method： 

Step 1: Copy the upgrade file named to the USB flash drive. 

Step 2: Insert the USB flash drive into the gateway USB Port, short press the RESET button, and 

power LED will blink green that indicate the device upgrading now. With USB upgrade, the 

gateway will automatically save the current system configuration parameters. 

 

10 Restore Factory Settings 

Press the reset button and hold on 5 seconds, then release, you can see the gateway restart again 

and all LED turn to yellow. 

Then, the gateway will restore factory setting and all gateway information need to be configured 

again. 

11 Maintenance Instruction 

• Do not use or store the device in dusty or dirty areas. 

• Do not use or store the device in extremely hot temperatures. High temperatures may 

damage the device. 

• Do not use or store the device in extremely cold temperature. When the device warms to 

its normal temperature, moisture can form inside the device and damage the device. 

• Do not drop, knock, or shake the device. Rough handing would break it. 

• Do not use strong chemicals or washing to clean the device. 

• Do not paint the device, paint would cause improper operation 
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• Do not disassemble the device casually or use the tools for maintenance without permission 

• Handle your device, and accessories with care. The suggestions above help 

you keep your device operational. 

 

 

 

 

 

12  Revision 

 

Version Description Editor Date 

1.0 Initial Version Iris 2020/8/26 

1.1 1. Update document format; 

2. Add TTN server address link; 

3. Add gateway default frequency 

Iris 2020/12/10 

2.1 1. Add support “Access to web 

GUI via ethernet cable”. 

 

2. Add support AS923-1/AS923-

2/AS923- 3/AS923-4 frequency band. 

 

3. Add support “SimTech Basics 

Station protocol”. 

 

4. Other description modification 

 

5. Suitable for firmware version V1.1.2 

Allen 2022/8/23 
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Appendix 1 UDP Packet Forwarder 

Step 1: Power access to Web GUI, get the gateway ID on FUNCTAION-Server Access page of 

Web GUI. 
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Step 2: Prepare an TTN account, then login in TTN platform and click the corresponding Cluster 

that you want to use. I will use EU868 as example, so Europe 1 cluster will be my choice. 

Step 3: Go to gateway console on home page after you login in successfully. 

 

Step 4: Register a new gateway 
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1. Fill in Gateway EUI with the 

mkgw2- l w’s gateway id which 

have been got in Step 1. 

 

2. Customize a TTN gateway id 

and fill in. 

 

3. Select the EU868 in Frequency 

Plan. 

 

4. Click “Register gateway”. 
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Step 5: Configure gateway’s parameter on FUNCTION-Server Access page of Web GUI. 

1. Fill in Server address on server access page. The server address should be same to TTN gateway 

information page. 
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1. Fill in server up port and server down port, it will be 1700 when use TTN network server. 

2. Select the frequency and channel. User can refer to chapter 7.2 UDP Packet Forwarder – Step 

4. 

 

 

 

 

 

 

Step 6: Check the gateway status. 
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1.Check the gateway status of home page on Web GUI, if it is green, it means that the 

gateway had been connected successfully. 

 

2. Check the gateway status on TTN platform. After registering the gateway to TTN network 

server at 1st time, may need to wait for a few minutes before the gateway status is refreshed. 
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Chirp stack platform Configuration Example 

Step 1: Pls check the network-servers setting interface, there should be the region that you are 

using now. 

 

Step 2: Check Gateway Profile setting Page The enabled channels should be same to CH setting 

of end-device that you want to use. 
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Step 3: Register Gateway on chirp stack. 

 
 

Step 4: Configure gateway’s parameter on FUNCTION-Server Access page of Web GUI. 

1. Fill in Server address on server access page. The server address should be same to Chirp 
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stack gateway information page. 

2. Fill in server up port and server down port, it will be 1700 when use Chirp stack network server. 

3. Select the frequency and channel, it should be matched to CH setting of Step 2. 

About setting example, user can refer to chapter 7.2 UDP Packet Forwarder - Step 4. 

Step 5: Check the gateway status of home page on Web GUI. 

Check the network led indicator of gateway, if it is green, it means that the gateway had been 

connected successfully. 

 

Appendix 2 SimTech Basics Station 

AWS platform Configuration Example 

If you are familiar with AWS, you may refer directly to the AWS developer guide: 

https://docs.aws.amazon.com/iot/latest/developerguide/connect-iot-lorawan.html 

Part 1: Set up Policies and Roles in IAM 
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Step 1: Login in your AWS account, then go to IAM console. 

 

Step 2: Go to Roles page, then click “Create role”. 

 

Step 3: Then select “AWS account” and “This account”, then click “Next”. 
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Step 4: Enter “Wireless Gateway Cert Manager” on the search box and search it. 

 

 

Step 5: If there is related policy in search result, select it on the check box, and then click 

“Next”. 
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Then, turn to Step 9. 

Step 6: If there isn’t related policy in search result, click “Create policy”. 

Modify the content of Json file. The content should be same to the following picture. 

Then click “Next Tags”. 
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Then click “Next: Reviews”. 

Step 7: Enter “Wireless Gateway Cert Manager” on the name box, then choose create policy. 
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Step 8: select it on the check box, and then click “Next”. 

 

Step 9: After set up policies in IAM, enter “Wireless Gateway Cert Manager Role” on Role 

name box, then click “Create role”. 

Step 10: Search “Wireless Gateway Cert Manager Role”, then click the Wireless Gateway Cert 

Manager Role” on role name result. 

 



 

 

Page 49 of 79 
 

Based in New York City & Toronto, GAO Tek Inc. is ranked as one of the top 10 global B2B technology suppliers. 

GAO ships overnight within the U.S. & Canada & provides top-notch support thanks to its 4 decades of 

experience. 

 

 

 

 

 

 

Step 11: Click” Trust relationships”, then click “Edit trust policy”, and update the “Principal” 

content to "Principal": {"Service": "iotwireless.amazonaws.com"} 
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Part 2: Add the Gateway to AWS 

Step 1: Select Service - IOT Core on AWS console. 

Step 2: Select LPWAN devices – Gateways. 
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Step 3: Power access to Web GUI, get the gateway ID on FUNCTAION-Server Access page of 

Web GUI. 

 

Step 4: Enter the gateway register information, then click “add gateway”. 
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Fill in Gateway EUI with the GAOTek-IIT-163’s gateway id which have been got 

in Step 3. Select the currently used frequency band and remember it. 

Step 5: Click “Create certificate”. 
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Step 6: Download certificate files 

 

 

Step 7: Copy CUPS URL and LNS URL, then download server trust certificates. 
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Step 8: Make sure that the role of gateway permissions is “IoT Wireless Gateway Cert Manager 

Role”. 

Step 9: Click “Submit” on the bottom of page. 

 

Part 3: Configure GAOTek-IIT-163 on Web GUI 

Step 1: Power on GAOTek-IIT-163, then access to Web GUI, configure gateway’s parameter on 

FUNCTION - Server Access page of Web GUI. 
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Enter the LNS URL and CUPS URL that copied from Part 2 – Step 6 & 

Step 7. Load “cups. trust” file on CUPS Trust item. 

Load “ins. trust” file on LNS Trust item. 

Load “xxxxxxx.” file on Private Cert item. 

Load “xxxxxxx. key” file on Private Key 

item. Then, click “SAVE&APPLY”. 

Step 2: Check the Server Access status. 
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If the indicator is green, it means that the gateway had been connected successfully. 

Part 4: Add IAM Role for Destination (Optional) 

Note: The destination is created to make it easier for customers to view data on AWS. If you 

are familiar with AWS server, don’t need to follow this part. 
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Step 1: Select IAM on AWS console. 

 

After turn to policy page, click “Create Policy”, and then edit JSON content, then click “Next 

Tags”. The JSON content should be same to the following picture. 
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Then click “Next: Review”. 

Step 2: Enter then click “Create policy”. 
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Step 3: Turn to Roles page, then click “Create role”. 

 

Step 4: Then select “AWS account” and “This account”, then click “Next”. 

Step 5: Search check it on the result box and click “Next”. 
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Step 6: Enter name box, then click “Create role” on the bottom of page. 

Step 7: Search on filter box, then click it in result box, then edit trust policy. 
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Part 5: Configure Destination of AWS Core (Optional) 

Note: The destination is created to make it easier for customers to view data on AWS. If you 

are familiar with AWS server, don’t need to follow this part. 

 

Step 1: Go to AWS console, and select IoT Core. Then go to Destinations page. 
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Step 2: Click “Add destination”. On the next page, enter on destination name box and enter on 

rule name box, then select on role selection box, then click “Add destination” on the bottom of 

page. 
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Step 3: Check the destination that you added on Destinations page. 

Part 6: Configure Message Rule for Destination (Optional) 

Note: The destination is created to make it easier for customers to view data on AWS. If you 

are familiar with AWS server, don’t need to follow this part. 
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Step 1: Go to AWS console, and select IoT Core. Then go to Rules page. 

 

 

Step 2: Click “Create rule”. 

 

Step 3: Enter on rule name box. Then click “Next”. 
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Step 4: Enter “SELECT *, timestamp () as timestamp” in SQL statement, then click “Next”. 
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Step 5: Select “Republish to AWS IoT topic” on action box. 

 

Step 6: Enter in topic box. 

Select “IoT Rule Republish Role” on IMA role choose item, then click “Next”. 

 

If there isn’t “IoT Rule Republish Role” on IMA role choose item, please turn to Step 6. 
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Then, click “Create” and finished. 

 

Step 7: Click “Create new role”, 
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Then enter “IoT Rule Republish Role” in Role name box and click “Create”. Then back to Step 

5. 

 

TTN platform Configuration Example 

Step 1: Power access to Web GUI, get the gateway ID on FUNCTAION-Server Access page of 

Web GUI. 
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Step 2: Prepare an TTN account, then login in TTN platform and click the corresponding Cluster 

that you want to use. I will use EU868 as example, so Europe 1 cluster will be my choice. 

Step 3: Go to gateway console on home page after you login in successfully. 
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Step 4: Register a new gateway 

 

 

 

 

1. ill in Gateway EUI with the 

mkgw2- law’s gateway id which 

have been got in Step 1. 

 

2. Customize a TTN gateway id 

and fill in. 

 

3. Select the EU868 in Frequency 

Plan. 

 

4. Click “Register gateway”. 
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Step 5: Click “API keys”, 

Click “Add API key”. 
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1. Fill the name and expiry data. 

 

2. Check “Grant individual rights” and 

select “Link as Gateway to a Gateway 

Server for traffic exchange, i.e. write 

uplink and read downlink”. 

 

3. Click “Create API key”. 

 

 

 

 

 

 

 

 

 

 

 

Copy the “API key”. 
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Step 6: In Linux system, set LNS_KEY equal to the API key copied on 

Step 5. Linux cmd as following: 

export LNS_KEY="XXXXXX" 

echo "Authorization: Bearer $LNS_KEY" | Perl -p -e 's/\r\n|\n|\r/\r\n/g' > ins. 

key cat ins. key 

 

Save the ins. key file, it will be used in following steps. 

 

 

Step 7: Open https://letsencrypt.org/certs/isrgrootx1.pem in browser. 

 

And save the file, it will be used in following steps. 

 

Step 8: Access to Web GUI, get the gateway ID on FUNCTAION-Server Access page of Web 

GUI. 

https://letsencrypt.org/certs/isrgrootx1.pem
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1. Fill “wss://eu1.cloud.thethings.network:8887”in LNS URL box. 

 

2. Load isrgrootx1.pem file on LNS Trust item. 

 

3. Load ins. key file on Private Key item. 

 

4. Click “SAVE&APPLY”. 
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Step 9: Check the Server Access status. 

If the indicator is green, it means that the gateway had been connected successfully. 
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Appendix 3 Gateway Default Frequency 

 

 

 

 

 

Frequency Channel NO. Uplink Frequency (MHZ) 

EU868 0-7 867.1, 867.3, 867.5, 867.7, 867.9, 868.1, 868.3, 868.5 

IN865 0-7 865.0625, 865.2625, 865.402, 865.6625, 865.985, 866.185, 

866.385, 866.585 

US915 0-7,64 902.3, 902.5, 902.7, 902.9, 903.1, 903.3, 903.5, 903.7, 903.0 

8-15,65 903.9, 904.1, 904.3, 904.5, 904.7, 904.9, 905.1, 905.3,904.6 

16-23,66 905.5, 905.7, 905.9, 906.1, 906.3, 906.5, 906.7, 906.9, 906.2, 

24-31,67 907.1, 907.3, 907.5, 907.7, 907.9, 908.1, 908.3, 908.5, 907.8 

32-39,68 908.7, 908.9, 909.1, 909.3, 909.5, 909.7, 909.9, 910.1, 909.4 

40-47,69 910.3, 910.5, 910.7, 910.9, 911.1, 911.3, 911.5, 911.7, 911 

48-55,70 911.9, 912.1, 912.3, 912.5, 912.7, 912.9, 913.1, 913.3, 912.6 

55-63,71 913.5, 913.7, 913.9, 914.1, 914.3, 914.5, 914.7, 914.9, 914.2 

AU915 0-7,64 915.2, 915.4, 915.6, 915.8, 916.0, 916.2, 916.4, 916.6, 915.9 

8-15,65 916.8, 917.0, 917.2, 917.4, 917.6, 917.8, 918.0, 918.2, 917.5 

16-23,66 918.4, 918.6, 918.8, 919.0, 919.2, 919.4, 919.6, 919.8, 919.1 

24-31,67 920.0, 920.2, 920.4, 920.6, 920.8, 921.0, 921.2, 921.4, 920.7 

32-39,68 921.6, 921.8, 922.0, 922.2, 922.4, 922.6, 922.8, 923.0, 922.3 

40-47,69 923.2, 923.4, 923.6, 923.8, 924.0, 924.2, 924.4, 924.6, 923.9 
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Based in New York City & Toronto, GAO Tek Inc. is ranked as one of the top 10 global B2B technology suppliers. 

GAO ships overnight within the U.S. & Canada & provides top-notch support thanks to its 4 decades of 

experience. 

 

 

 

 

 

 48-55,70 924.8, 925.0, 925.2, 925.4, 925.6, 925.8, 926.0, 926.2, 925.5 

56-63,71 926.4, 926.6, 926.8, 927.0, 927.2, 927.4, 927.6, 927.8, 927.1 

AS923 0-7 923, 923.4, 923.6, 923.8, 924.0, 924.2, 924.4, 924.6 

AS923-1 0-7 923, 923.4, 923.6, 923.8, 924.0, 924.2, 924.4, 924.6 

AS923-2 0-7 921.4, 921.6, 921.8, 922, 922.2, 922.4, 922.6, 922.8 

AS923-3 0-7 916.6, 926.8, 916.4, 917.0, 917.2, 917.4, 917.6, 917.8 

AS923-4 0-7 917.3, 917.5, 917.7, 917.9, 918.1, 918.3, 918.5, 918.7 

KR920 0-7 922.1, 922.3, 922.5, 922.7, 922.9, 923.1, 923.3, 921.9 

 

 

 

 

 

 

 

 

 

 

 

 


